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Aims:

To outline the minimum requirements for the management of crises within XXXXXX (Your company).

Objective:

To layout within the document the practical guidelines in the management of:

· Fire, flood, power failure, IT systems failure etc.

· Extortion demands

· Product recall

Scope:

This code of practice covers all products and premises of XXXXXXX
Range:

Areas covered within this document:

· Disaster Recovery

· Food Safety 

· Receipt/Notification 



· General

-
Extortion

· Product Quality/Safety

· Crises Management Team

· Communication

· Auditing/Procedure Maintenance

· Training
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1. INTRODUCTION


Although natural disasters such as earthquakes and tornadoes are extremely rare in the UK, many other events can disrupt our operations and have a serious impact on our business. With our growing reliance on information technology systems, for example, an equipment failure, a local power failure, theft, a leaking water pipe or simply human error could result in our entire business being severely disrupted for days or even weeks. A major fire causing substantial damage to our offices and contents would cause major problems. An accident causing death of number of key personnel could have a major impact on business.


The level of impact of an event with the potential to result in major disruption will depend heavily on our disaster preparation. It is essential therefore that a well documented Disaster Recovery Plan is in place to ensure the rapid, effective restoration of our business activities and to mitigate adverse effects. The purpose of this document is to ensure that XXXXXXX is prepared to deal with the consequences of foreseeable disasters.


This Disaster Recovery Plan identifies the key components that are required to be put in place such as:

a. A nominated recovery team with clear delegated roles and responsibilities;

b. Computer back up arrangements and off-site data storage;

c. Provision for quick replacement of IT systems;

d. Arrangements for short term and long term alternative work sites;

e. Communication re-routing;

f. Access to credit.


  Normal business requires all of the following:

a. A continuum of suitably experience staff;

b. Premises to work in;

c. Financial resources;

d. Communications – email, telephones and fax;

e. Documents, drawings and specification;

f. Records and contracts;

g. Computer hardware, software and data;

h. Organisation and procedures.


The aim of this plan is, therefore, to ensure the elements identified above are available as soon as possible after the disaster occurrence. In formulating this recovery plan the following issues have been addressed:

a. The possible cause of a disaster;

b. Risk reduction measures;

c. Business philosophy for dealing with disasters;

d. Actions during a disaster;

e. Actions once disasters have occurred;

f. Mitigation of losses.

2. POSSIBLE CAUSES OF A DISASTER


Disasters will manifest themselves by removing one or more of the resources and facilities identified above as necessary for the company to conduct ‘normal businesses. Foreseeable events which fall into this category are:

1. Premises become uninhabitable due to fire, flood, bomb damage, power failure etc.

2. Key personnel are lost because of death or injury at the same time, strike action, epidemic, mass defection or winning the lottery in syndicate resulting in loss of business capability of control;

3. Communications failure due to loss of email, telephone and/or fax systems;

4. Records and papers are inaccessible, either destroyed or partially damaged;

5. Computer data is lost due to virus infection, hard disk failure or loss etc;

6. Computers and printers fail (servers and terminals) due to virus infection, hardware failure, software failure, machines stolen or chips removed, or destroyed in fire/bomb blast.

3. RISK REDUCTION MEASURES   

3.1 In addition to the normal filing arrangements, all Directors and Crisis Management Team of XXXXXXX are to hold a copy of the Disaster Recovery Plan off-site. 


The risk of fire and/or flooding is reduced by the following;

	a.
	The company operates a no-smoking policy which is rigorously enforced;



	b.
	Regular checks on electrical appliances are carried out by contract action;



	c.
	The use of quality electrical equipment, inventory listed;



	d.
	Testing the portable electrical equipment;



	e.
	Installation of a fire detection/alarm system;



	f.
	Maintenance of all processing plant and equipment and other facilities;



	g.
	End of day checks and switching off of unnecessary electrical equipment are part of the office closing down security procedure.




A clear desk routine is operated to reduce the risk of spread of the fire.

Fire evacuation drill is exercised on a bi-annual basis and alarms are tested regularly.

Building security is organised by the XXXXXXX. A guard is on hand during all 

working hours and during weekends and holiday periods. The building alarm is operational

at all times when it is not occupied.

Service/fast repair contracts for main items of office equipment including computers,

phone, fax machines and photocopiers are in place. Contacts for the provision of these 

services are identified in Appendix 6b.
The company accounting software is run from a secure area on the main network. The data

is backed up in the same manner as all other company data files as described in the next

paragraph.

The network server computers are located in a secure location, which is kept locked when

the building is unoccupied. A computer data back-up procedure is in place, which ensures
the back-up of all changed data on a daily basis. Daily back up is kept off-site by our data

services provider (Appendix 6b)

Rigorous control is maintained both on access to the computer system and on updating

virus controlled software. No access to the computer system is permitted for dismissed

employees.

Portable telephones are kept off-site working hours. A mobile is kept at all times by the 

General Manager and chief engineer;

Where possible senior staff do not travel on the same transport at the same time.

4. BUSINESS PHILOSOPHY FOR DEALING WITH DISASTERS


A Crisis Management Team (CMT) has been established, led by the Managing Director. He is supported by key staffs that have specific responsibilities and authority for particular activities. Names and responsibilities are at Annex A. The Managing Director is tasked to be responsible for press and high-level customer communication. Only one person is to speak on behalf of XXXXXXX to the press.


In the event of total loss of premises, arrangements will have been made for office facilities to be provided. Telephone and fax communications facilities are to be available in these locations.


In the event of loss of computers a priority replacement agreement is in place.


The CMT Leader will discuss the DRP with other interested parties as necessary, notably:

a. Police and Local Authorities;

b. Service suppliers; gas, electric, water, BNS Telecom Ltd, BT, ISP;

c. Insurers;

d. Customers;

e. The bank.

5. ACTIONS DURING A DISASTER


In the event of a fire occurring during working hours, company procedure will be followed for evacuating the building and ensuring it is empty.


In the event of an alarm being triggered outside working hours, site security will be contacted to open up the gates and entrance to the emergency services. In the event that it proves to be a major incident the Managing Director will be contacted so that the CMT can be convened.

6. ACTIONS ONCE DISASTERS HAVE OCCURRED


Premises Uninhabitable


CMT assemble in XXXXXXX alternative offices in XXXXXX

For communications use;

a. Portable phones;

b. E-mail;

c. Contact Telecom to re-route numbers – Appendix 6b
d. Contact PO to re-route mail – Appendix 6b
e. Contact insurers – Appendix 6b
f. Contact customers/suppliers to keep them informed – Appendices 6d & 6e
g. Records – recover from fire safe or archive;

h. Computers – Appendix 6b

The Managing Director may organise new premises and equipment or at his discretion make arrangements for another manufacturer to undertake some or all of the production. Raw material suppliers to be informed of any implications of this


Inform bank and make arrangements for credit in conjunction with Bankers.

Lost Communications Premises Still Habitable

Assemble Crisis Management Team.

Contact Telecom for phones – Appendix 6b

Lose Contract/Accounting Records or Project Documentation

Recover copies of important documents and computer files from fire safe and off-site archive.

Lose Computer Data

Restore from back up internal or external – Appendix 6b

Lose Computers

Replacement approval by Managing Director - Appendix 6a

7. MITIGATION OF LOSSES


A full inventory of systems, equipment and other assets is held on tape on-site in the fire safe and off-site. It is regularly updated to support any insurance claim. Pictures of samples of internal furniture and fittings, copiers, printers and the computer system are also maintained electronically to support a claim.

8. INFORMATION


Names, addresses, telephone numbers of staff – Appendix 6a

Names and telephone number of important contacts – Appendix 6a

Inventory of Computer hardware and software 

9. REVIEW



The Disaster Recovery Plan shall be reviewed and approved at regular intervals of no more than 1 year.



Issues for regular review include;

a. Risk analyses to review cost of measures vs. benefits;

b. Useful information to be stowed off-site, hard and/or soft copy;

c. Review frequency of off-site back up;

d. Inventory of personal home computer capability of staff allowing some staff work from home;

e. Policy for Directors and other senior staff travelling together

f. Testing the plan.

Table 1:
Table of Risk Mitigation/Recovery Actions
	RISK
	MITIGATION

MEASURES IN PLACE
	RECOVERY ACTION



	Premises become uninhabitable due to fire, flood, bomb damage, power failure etc
	Refer to

2.1,3
	Refer to

3,4,5,6,7

	A number of key personnel are lost at the same time, for example by death or injury
	Refer to:

2.2,3
	Refer to:

4,6,7



	Communications failure due to loss of email, telephone and/or fax systems
	Refer to

2.3,3
	Refer to

4,6,7



	Records and papers become unavailable due to damage and/or destruction
	Refer to

2.4,3
	Refer to

4,6,7

	Computer data is lost as a result of virus infection, hard disk failure etc
	Refer to

2.5,3

 
	Refer to 

4,6,7

	Computer system (server, PC’s, printers etc) fails as a result of hardware or software failure, vandalism, theft fire and so on
	Refer to

2.6,3
	Refer to

4,6,7


FOOD SAFETY

1.
RECEIPT/NOTIFICATION

1.1
General
XXXXXXX has documented procedures addressing specific ‘crises’.  These include: -

-
Fire

-
Site evacuation

-
Power failure

-
IT systems failure

-
Water supply contamination/interruption

-
Breaches of security

1.2
Each procedure will detail the reporting structure to be followed, i.e. the person to be contacted in the first instance and in their absence a nominated representative.  Contact numbers during office hours and outside office hours are provided.

1.3
A Crisis Management Team (CMT) as outlined in section 2, should be set up to manage all such issues.

1.4
Extortion
On receipt of a call alleging or threatening product tampering, the Crisis Management Team is automatically convened and the police informed.

Where such a call is received, the person dealing with it, if not a member of the CMT, should attempt to transfer it to a CMT member.

Should a CMT member not be available, details of the call and caller should be recorded (e.g. Age, sex, state of mind, accent etc) and a password given to the caller for use in future calls (a form should be available to record such information).  Where possible immediate tracing of the call should be put in place (through 1471 or BT).

The call should be ended and details, including the password, passed to a CMT member.

1.5
Product Quality/Safety

Telephone calls/correspondence relating to product quality/safety should be directed in the first instance to the factory technical office during office hours.  Outside office hours the factory technical manager or, in their absence, a nominated representative should be contacted.

Contact numbers are held in the ‘Crisis Management’ Directory as outlined in section 3.

All calls/correspondence are to be logged.

Consideration should be given to installation of systems, which allow recording of calls.

1.6
Complaint handling systems should be so structured as to allow trend analysis by: -


-
Nature of complaint


-
Product


-
Production codes

This serves to identify issues in longer shelf life product. Trends should be assessed regularly and appropriate action – convening CMT – initiated where findings are considered anomalous.

1.7
Quality/safety issues arising on the manufacturing site or in transit should be directed to the factory technical office.  Incidents should be documented and subject to regular review.

2.
CRISIS MANAGEMENT TEAM (CMT)

2.1
A cross-functional team has been created and tasked with managing the issue/incident so as to: -

-
Ensure Staff and Public Health and Safety are not jeopardised.

Additionally, but subordinately;

-
It will manage the ‘crisis’ by devising and implementing policy decisions to limit the financial effects on the Company and protect its image in the marketplace.

The function of the CMT is to deal with ‘real emergencies’.  It is important that the Technical Site Management deals with the day-to-day issues and only those deemed critical should invoke the CMT.

2.2
The Team has senior management/directional representation from: -


-
Sales/Marketing



-
 Factory Manager


-
Factory Technical Manager 


-
Site Engineer



(In all instances deputies should be available in case of absence/holidays.)

The CMT has the total authority to delegate actions to anyone within the Company, throughout the duration of the crisis, so as to implement their policy decisions.  This may, by necessity, require senior staff/directors to function outside the parameters of their normal responsibilities.

2.3
Information pertaining to the issue/incident should be collated on a proforma.  Pertinent information will include:-

-
Description of issue/incident

-
Details of issue receipt/notification

-
Location and volume of potentially affected material:-

-
At raw material stage

-
As work-in-progress

-
In Despatch

-
In transit

-
In depot

-
In store

2.4
On the basis of information collated, the CMT will categorise the issue/incident into one of the following:-

-
Alleged or threatened product tampering

-
Life threatening; potential for serious permanent injury

-
Not life threatening; potential for minor illness/injury

-
Product quality/performance problem

-
Minor infringement of legal rules

-
Not product or consumer related

2.5
A previously developed and agreed decision tree, detailing possible courses of action, will be employed to assist in decision making.

A product recall may vary in extent; (number of products, codes, depots, stores).

-
Level A
:
Total recall involving all levels in the distribution chain.

-
Level B 
:
Partial recall - product not with end user but recalled from depot and store (withdrawal form sale)

-
Level C
:
Lesser recall – product recalled in transit/on site. (Holding of product at manufacturers)

2.6
An explanation of the agreed course of action should be recorded on the pro-forma (Appendix 2) and sent to Customers

3.
COMMUNICATION

3.1
Consideration should be given to the provision of a crisis ‘Hotline’ which would be ‘manned’ at all times.  The ‘hotline’ number would be circulated to key personnel (normal practice to use the factory reception number, this must include out of hours contact) – to include:-


-
Customer technologists/buyers


-
Environmental Health/Trading Standards


-
Police

It is important that the CMT has a working knowledge of the communication systems within the Company, e.g., switchboard, fax, e-mail

Note: All e-mail communications from outside must either have a divert to ensure someone in the business will pick up the e-mail during absences, or be set up to allow someone to be able to read e mails sent during absence. The people who should be diverted to or have access to the e-mail should be someone who is always in the business and who will check e-mails regularly e.g. company receptionist.

3.2
A directory of key XXXXXXX personnel contact numbers/e-mail addresses is maintained.  It also includes addresses and titles where possible.  The document is subject to document control and restricted access.  Holders will include:-


-
Technologists or Buyers of key Customers


-
CMT members


-
Site security


The directory includes sections on: -

-
Customers/key accounts/customer security support and Customers ‘crisis’ management/security numbers

-
Key Raw material, Packaging and Engineering suppliers

-
Local authorities/Environmental Health/Trading Standards, Police
-
Hauliers/transport companies and

-
Distribution depots

-
Key supervisory/management personnel-


-
Media:  Radio/newspapers/television – local and national

-
Insurers

3.3
On agreeing a course of action, as a priority, the customer will be consulted by a member of the CMT.

Initial contact will be through the customer technical manager and in their absence through a member of the customer Commercial Team.

In the absence of other customer personnel, security support will be contacted.

3.4
Copies of the customer’s ‘crisis management’/product withdrawal procedures should be held by the supplying site.


.


Emergency (out of hours) contact numbers for the customers are held in the directory of contact numbers.

The customer will be responsible for contacting their depots/stores.

3.5
Contacts with the media should be conducted through a media handling/PR company – or by using the customer’s media handling/PR company.

4.
AUDITING/PROCEDURE MAINTENANCE

4.1
The procedure will be subject to audit as part of the routine systems auditing schedule.  A minimum frequency of six months is desired.

4.2
Auditing will involve, unannounced ‘dummy runs’.  Assessment should be made on: -

-
Ease of contacting CMT outside office hours

-
Time taken

-
Availability of contact numbers

-
Staff awareness of procedure

-
Accuracy of telephone/contact numbers/addresses

-
Ease and accuracy of retailer contacts

5.
TRAINING

5.1
A formal training programme for all staff associated with the ‘crisis’ management procedure will be undertaken.

6.
REVIEW OF CRISIS

6.1
A formal “After Action Review” review will take place following the Crisis Management Procedure having been implemented to ensure the necessary corrective action has been taken and all written procedures have been updated where needed.

Table 2

MINIMUM REQUIREMENT CHECKLIST

	PROCEDURE
	SECTION
REF.
	FREQUENCY
	ACTION

	1.
Notification of complaint – 

     categorise  
	1
	As occurs
	Technical Manager – forward to CMT



	2.   Set up CMT – communication
	2.1
	As needed
	CMT



	3.   Decide on severity/extent of recall
	2.3 – 2.6
	Each incident
	CMT



	4.   Communication of recall details
	3.0 - 3.5
	Each incident
	CMT



	5.   Audit system
	4
	Six monthly
	Technical Manager



	6.   Train on system
	5.1
	Six monthly
	Technical Manager



	7.   Review system
	6.1
	Following an incident
	CMT




Appendix 1

DEALING WITH EXTORTION *

1) By Telephone

Person receiving this call should attempt to pass the call to a member of the Crisis Management Team


Successful hand-over


Unsuccessful hand-over




Crisis Management Team

Fill in a complaint record form and give

controls the crisis


caller a code word for use in future calls






End call and contact a member of the 






Crisis Management Team






Give details and the code word.

2) By Letter

Recipient places document(s) in clear plastic holder and notifies a member of the Crisis Management Team who then decides what action to take.

 * EXTORTION = CRIMINAL ACT  

(I.e. trying to coerce the company into meeting demands)

PRODUCT RECALL PROCEDURE
APPENDIX 2

1. POLICY

It is the policy of XXXXXXX ltd to have a product recall procedure which enables the company to quickly and efficiently protect our customers and the public from harm in the event of a product being manufactured and despatched which would pose a threat to their health.

This procedure will need to be read in conjunction with the crisis management procedure, which gives all contacts and deals with all other crisis that could be relevant to XXXXXXX.

2. AIM

It is the aim of the procedure to:

2.1
Form part of the crisis Management procedure.

2.2
Ensure that customers are protected from harm in the event of a product being manufactured which might pose a threat to their health.

2.3
To notify retail customers, wholesalers, customers where the media where appropriate.

2.4
To provide accurate information to all statutory agencies which would be informed to help and advice in the product recall e.g. EHO, FSA and Trading Standards.

2.5
To locate and retrieve designated stock, using a pre determined written plan. To achieve this within target times and to assess the effectiveness of the recall against these times.

2.6
To ensure that the company response to any product recall matches the threat of the situation in terms of resources and action taken.

2.7
To enable a response to any media publicity to be controlled and agreed.

2.8
To identify all product within 2 hours of gaining access to records. To notify customers with in 3 hours of finding an issue. (If notification to XXXXXXX management is on a non-working day staff may not be on site and the lead times may extend) 

3. RESPONSIBILITIES

3.1 Product recall co-ordinator will be the managing director who will be responsible for activating the product recall system, responsible for all media releases and ensuring the co-ordinated approach to all customers.

3.2 Committee:





Deputy

Managing Director 



Business Director
Business Development Director 

Business Director

Business Director 



Business Development Director
General Manager 



Shift Production Manager

Technical Services Manager


Technical Manager


Technical Manager



Quality Assurance Manager


Company Accountant



Assistant Accountant

Logistics Manager



General Manager

3.3 The product recall co-ordinating committee is responsible for the collation and evaluation of all the information as soon as it become available. It then decides up on the extent and the nature of the product recall. 

3.4 The factory manager will be responsible for providing information about products affected, quantities, batch codes, customers affected.

3.5 The Logistic Manager will be responsible for identifying the distribution points that have been affected.

3.6 The Technical Manager will provide information on QA records, micro/analytical results, trends, organoleptic results and the collection and testing of samples.

3.7 The sales department will be responsible for the contacting of customers involved and providing information on the affect to sales.

3.8 The company accountant will be responsible for the collation of the all costs involved. They will inform appropriate people.

4. TYPES OF HAZARDS INVOLVING A RECALL
4.1 Where there is a reasonable probability that the product will cause serious adverse health consequences even death, e.g. toxic chemicals, pathogenic micro-organism or their toxins, nut or seed contamination.

4.2 Where the product may cause temporary or medically irreversible adverse health consequences e.g. chemicals due to an ingredient breakdown, micro-organisms, excessive level of a particular ingredient.

4.3 Where there is physical contamination which could lead a loss of commercial confidence, but is not likely to cause an adverse health consequence e.g. physical contamination, off odour and or flavour.

The above list is to be communicated to all “Managers” within XXXXXXX Ltd by means of internal memoranda together with a notice of where to reference the product recall procedure. 

5. PRODUCT AND BATCH TRACEABILITY

To gain the information to successfully carry out a product recall, the product and traceability procedure needs to be referred too.

6. PRODUCT RECALL PROCEDURE

6.1 Initiate Recall Co-ordinating Committee

The recall co-ordinator should be assemble the recall committee and inform them of the situation and the imminent recall. All Company Management,
Quality Assurance, Production Supervision and Administration staff should be informed.

The recall co-ordinator will be provide a statement that should be given to any queries from customers, media or statutory authorities.

The recall will be carried out incompliance with Article 19 of the General Food Law Regulation (EC) 178/2002

7. DOCUMENTATION 

During the recall a log of events and decision made, together with the people involved must be maintained by the Technical Manager and kept at a designated information point. The log of events and actions are to be maintained until all aspects of the recall are finished.

8. IDENTITY AND ACCESS THE PROBLEM

Identify and assess the product to be recalled, quantities, code details, customers involved and distribution points.

9. DETERMINE THE EXTENT OF THE PROBLEM


Assess the type of hazard as detailed in section 4

10. DISCONTINUE / CONTINUE PRODUCTION


Decide on the safety of continuing production.

11. INFORM CUSTOMERS

In the case of own label products, the customer must be involved in any recall concerning their products.

12. NOTIFY THE GOVERNMENT DEPARTMENTS 

The local enforcing authority may need to be notified of the problem .They will then be able to assist in notification nation-wide.
13. NOTIFY CERTIFICATING BODY

The certificating body for both BRC, IFS Food Quality Standards is xxxxx.

14. QUARANTINE 


Identify sufficient storage space for the affect product to be safely quarantined.

15. INVESTIGATION

Organise an investigation in to the nature, cause and recommendation to resolve the problem.

16. DISPOSAL 


Determine the method of safe disposal of the product taking into account the nature of the problem. This may be at XXXXXXX Ltd or within the distribution chain (see 17) or by special contract.

17. RETURN OF PRODUCT


Product may be in the distribution chain. This may be in transit, at a depot, in shop, or with the ultimate consumer. The crisis management team will consider all factors and may organise the safe return of product to XXXXXXX. The product may be left at the stage where it is but arrangements must be made / agreed for safe disposal of the product.

18. COMMUNICATION

Communication should be continue until the recall is complete. The recall co-ordinator should update the statement to staff at the end of each day.

19. MEDIA NOTIFICATION

There should only be one source authorised by the committee to act as a spokesperson. Only verified facts should be disclosed, in a frank and open manner to avoid the risk of rumour and inaccurate information.

=   Description of product, codes and location. 

=   Brief description and explanation of the hazard.

=   Action to taken by the customer.

=   Action to be taken by XXXXXXX.

=   Name of contact person at XXXXXXX.

20. PRODUCT RECALL TERMINATION

A 100% response to the product recall is unlikely, and it is probable that the recall will tail off rather than become a decisive stop.

The decision to terminate a recall will be made by the recall co-ordinator.

21. TESTING OF THE RECALL PROCEDURE 

On a regular basis (annually) the recall procedure will be tested to ensure its effective operation. The recall test will be initiated and co-ordinated by the Technical Manager. A written report will be produced.

22. REVIEW

On completion of the recall the committee must hold a final closing meeting to review the events.  This should cover:
Speed of reaction, Handling of external contacts, the effectiveness of the recall (amount recovered), cost to the company, lessons learnt.
PRODUCT WITHDRAWAL REQUEST
	AUTHORISED BY:  Supplier/TL&T Director
(insert Supplier name)


	DATE:

	SERVICING DEPOTS: ALL COMPOSITE/ALL MAIN GROCERY/ALL AGENCY/BRACKMILLS OR SPECIFY*(*please advise if specified depots trunk to others or deliver direct to store
	

	IS THIS A CATALOGUE ITEM:  (YES/NO)
	

	PRODUCT(S)

(Define if Own label or Brand):
	

	
	

	 
	

	
	

	 
	

	 DATE CODE(S)    (D/U,U/B,BB)
	

	OTHER CODES: (Advise if production/Batch or Lot No is followed by other numbers/letters e.g. time codes and if they are relevant)
	

	 PROBLEM

	INSTRUCTION TO STORES: 
	 DESTROY/SELL TO STAFF/RETURN FULL CASES/HOLD/OTHER (SPECIFY)

	ARE SPECIAL HANDLING INSTRUCTIONS REQUIRED AT STORE 
	(YES/NO)

	FURTHER INSTRUCTIONS
	:  CONTINUE TO ORDER/DO NOT REORDER UNTIL NOTIFIED/OTHER (SPECIFY)

	 BUYER'S NAME: 
	BUYER'S REF:
	CREDIT NO:

	ARE THE ANY HEALTH/SAFETY/MEDIA IMPLICATIONS/PRESS RELEASE/PUBLIC RECALLS  (If YES state details)

	ABOVE DETAILS SUPPLIED BY:
	 EXT:

	COMMERCIAL CONTACT TO APPEAR ON MESSAGE
	EXT:


Appendix 3

DECISION TREE

 SHAPE  \* MERGEFORMAT 



Appendix 4

FIRE AND DANGEROUS OCCURRENCE ACTION PLAN
1. CONTACTS IN THE EVENT OF AN EMERGENCY

1. Inform Supervisor or Coordinator (Shift Manager)

2. If not available or difficult to contact i.e. weekend contacts are included in the appendix


If in any doubt phone one of the management team/


DO NOT allow a situation to escalate. It could put the business at risk.

2. FIRE EVACUATION PROCEDURE FOR ALL STAFF (EXCEPT FIRE WARDENS AND COORDINATORS).

1. Hear fire alarm

2. Leave building by nearest exit

3. Assemble XXXXXX

Responsibility for taking Roll Calls:


Fire warden 1 & 2 Factory staff (Inc engineers & QA)


Fire warden 3 Admin Staff/Visitors/Contractors


Coordinator Shift Manager coordinates activities


In case of “Out of Hours” emergencies the coordinator should ensure that the visitor/contractor roll is taken

3. WHAT TO DO?

a) IN THE EVENT OF FIRE

If there is a fire, the fire warden will decide if the fire is safe to tackle. If the decision is not to tackle the fire, the local fire brigade will be called out. Once the fire brigade is called any decision to re-enter the building must be taken by the fire brigade.

b) IN THE EVENT OF FALSE ALARM

If the alarm has been raised falsely, the coordinator will go to the assembly point and let the fire warden know. The fire warden will then allow employees back into the building.

c) HAZARDOUS SUBSTANCES

If it is safe to do so, any potentially hazardous substances such as welding gases or LPG for fork lifts should be removed from the building.

If it is NOT SAFE, DO NOT ATTEMPT TO MOVE equipment or materials.

d) EQUIPMENT

No equipment on site is sufficiently valuable to warrant the risk of personnel slowing their exit from the building by attempting to recover it.

e) FIRE EVACUATION PROCEDURE FOR FIRE WARDENS/ COORDINATORS

There are 2 appointed fire wardens on each shift and the shift manager who will act as coordinator. There is also a fire warden in the admin section.

On hearing the fire alarm the wardens will meet between the packing and process area. The following action will then be taken.

4. DUTIES

WARDEN No. 1

Will ensure that all personnel leave the factory quickly and safely, and that all areas if the factory have responded to the alarm. Once he/she is satisfied that the building is clear, he will make his way to the assembly point to assist with the roll call. For safety, the warden should be accompanied by a nominated deputy from the shift.
WARDEN No. 2

Will take the roll call of all factory employees entered in the gate log held at security. In the event of missing persons the warden should agree with WARDEN NO. 1 and the coordinator whether it is safe to re-enter the building to carry out a search. If it is considered unsafe the job will be delegated to the emergency services.

WARDEN No. 3

Will call the roll for admin staff, visitors and contractors.

CO-ORDINATOR

Will establish the exact location of the fire. This is achieved by going to the fire alarm panel (located in the reception area). Once location has been established, the coordinator (with another member of staff) will go and assess.

FIRE WARDEN DUTIES

 SHAPE  \* MERGEFORMAT 



EVACUATION DECISION TREE

 SHAPE  \* MERGEFORMAT 



5. LOCATION OF EMERGENCY CONTROL CENTRE AND EMERGENCY RESPONSE INFORMATION

1. The xxxxxx (coordinator’s) office will be used as the emergency control centre. If it is unsafe to use then either the xxxxxx or the xxxxxx area will be used.

2. Direct internal dial number for security is xxxxx
3. The emergency pack is stored at xxxxxx
EMERGENCY RESPONSE PACK CONSISTS OF THE FOLLOWING; -

1. Layout of gas lines and isolation points

2. Layout of Electrics and isolation points

3. Layout of compressors and airlines

4. Layout of Drains

5. Keys to: 
6. List of key numbers as detailed in Appendix 6b
SUPPORT AGENCY NUMBERS


See Appendix 6b

Appendix 5

BOMB THREAT DECISION TREE

 SHAPE  \* MERGEFORMAT 



The factory manager will agree a bomb search method along with the emergency services.

Appendix 6
EMERGENCY SHUT DOWN OVERVIEW
· The first priority is to get people away from the hazardous area.

· In the packing area no attempt should be made to isolate machines before evacuating the building.

This is because:

1. The machines pose a low risk.

2. Isolation of individual machines would take too long and place personnel at risk.

3. The machines can be isolated remotely.

· The gas supply to ovens/fryers poses a high fire risk and can be isolated quickly.

Gas supply to ovens and fryers should be isolated locally before evacuating the building ‘ONLY IF IT IS SAFE TO DO SO’

ELECTRICITY SHOULD NOT BE ISOLATED ON THE FRYER AS THIS COULD LEAD TO A FIRE IN THE HEAT EXCHANGER.

Appendix 6a

XXXXXXX CMT and Key Contacts
	CONTACT NAME
	LANDLINE
	MOBILE

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	Company Number
	

	VAT Number
	


Appendix 6b

SUPPORT AGENCY NUMBERS
	AGENCY
	SERVICE
	CONTACT

	
	Effluent
	

	
	Water Supply
	

	
	Electricity
	

	
	Gas
	

	
	Hospital
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix 6c

ON SITE CONTACTS
To be given as contact numbers for people wishing to Contact XXXXXXX 
	RECEIVING STATION
	CONTACT

	General
	

	FAX
	

	E MAIL
	

	Direct Line to CMT Leader
	

	Postal Address
	

	Company Number

VAT No. 
	


Appendix 6d
Emergency Contact Numbers and Names of Customers

	Customer
	Contact


	Emergency Contact Number

	
	Commercial


	Technical
	Day
	Night

	1. 
	
	
	

	2. 
	
	
	

	3. 
	
	
	
	

	4. 
	
	
	

	5. 
	
	
	
	

	6. 
	
	
	

	7. 
	
	
	

	8. 
	
	
	

	9. 
	
	
	

	10. 
	
	
	

	11. 
	
	
	

	12. 
	
	
	

	13. 
	
	
	

	14. 
	
	
	

	15. 
	
	
	

	16. 
	
	
	

	17. 
	
	
	

	18. 
	
	
	


Appendix 6E

Emergency Contact Numbers of SUPPLIERS

	Supplier 
	Commodity
	Contact Number

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Appendix 6F
Emergency Contact Numbers of HAULIERS
	Company Name
	Contact Number

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Appendix 7
MEDIA STATEMENT

This statement should only be used to respond to the media if it seems that failure to do so will have negative consequences. No additional information should be given.

“XXXXXXX Ltd investigates all reports concerning its operations with the utmost urgency. The information the company has received will be investigated immediately. We will pass on all relevant information as soon as the facts can be determined.

Possible Questions from the Media about Product Safety and malfunction:

1. How long have you known about the problem?

2. Aren’t you being grossly irresponsible not telling customers and end users of the product about the danger before now?

3. It is irresponsible to wait until somebody dies. What are you waiting for – a dead body?

4. Why didn’t you go public when you first knew there was a threat?

5. If you are so responsible, why is the product still for sale?

6. What sort of testing are you doing?

7. Are you just letting your end users be (human) guinea pigs?

8. Will you recall all stocks?

9. Do you need a death before you face up to a recall?

10. What safety measures do you take to prevent tampering?

11. Given the nature of your product won’t this happen over and over again?

12. Doesn’t this reinforce the argument that you are solely interested in profitability not safety?

13. In how many/which brands are you components involved?

14. Will this affect future sales?

15. How are you disposing of the faulty/contaminated stock?

16. Are you insured against such a problem?

17. Are you satisfied with the performance of the government agencies?

18. What are your views on someone willfully tampering with product in this way?

19. Is this person an employee with a grievance or facing disciplinary action or termination of employment?

20. Have you had job losses recently?

21. What’s this whole thing cost you? Not just in lost sales but in mounting the recovery operation.

22. Have you suffered from similar problems before?

23. Are you taking legal proceedings against this person?

24. How were you informed?

25. How are you checking the stock in trade?

26. I have been told you are involved in an extortion threat - is that true?

27. There is a rumor that someone is demanding the following sum of money from you?

28. Can you give us specific details?

29. How could this have happened?

30. What would happen to someone who ignored this recall?

31. What is the cause of the defect?

32. How can you identify affected product?

33. Why don’t you recall all XXXXXXX brands?

34. Are you going to put a different seal or mark on new or replacement stock?

35. How are you going to reassure your trade consumers?

36. Why do you think this man picked on your company?

37. How do you know this man/woman won’t strike again?

38. Will you be changing to tamper proof packaging before shipping to your trade buyers now?

39. How do you know that this is the only product involved?

40. Which big brand names use the items you manufacture and so are involved as well?

41. Did you instigate the recall or was it one of the big brands you supply?

Appendix 8
Contingency Plan

This document contains the Contingency Plan for XXXXXXX.  It is intended to serve 
as the centralised repository for the information, tasks, and procedures that would be necessary to 
facilitate the management’s decision-making process and its timely response to any disruptive or 
extended interruption of the production department's normal business operations and services.  
This is especially important if the cause of the interruption is such that a prompt resumption of 
operations cannot be accomplished by employing only normal daily operating procedures.
In terms of personnel and financial resources, the information tasks and procedures detailed in this 

plan represent the XXXXXXX Ltd management’s demonstrated commitment to response,
resumption, recovery, and restoration planning.  Therefore, it is essential that the information and 
action plans in this plan remain viable and be maintained in a state of currency in order to ensure 
the accuracy of its contents.  To that end, this introduction is intended to introduce and familiarise 
its readers with the organisation of the plan.
It is incumbent upon every individuals who are in receipt of the company’s Contingency Plan, or 
any parts thereof, or who has a role and/or responsibility for any information or materials 

contained in the document, to ensure that adequate and sufficient attention and resources are
committed to the maintenance and security of the document and its contents.
The XXXXXXX  management has recognized the potential financial and operational 
losses associated with service interruptions and the importance of maintaining viable emergency 
response, resumption, recovery and restoration strategies. 
The XXXXXXX  Contingency Plan is intended to provide a framework for constructing 
plans to ensure the safety of employees and the resumption of time-sensitive operations and
services in the event of an emergency (fire, power or communications blackout, tornado, hurricane,

flood, earthquake, civil disturbance, etc.) 

Although the Contingency Plan provides guidance and documentation upon which we have based 
emergency response, resumption, and recovery planning efforts, it is not intended as a substitute 
for informed decision-making.  

Our Contingency Plan is not a one-time commitment and is not a project with an established start
and end date.  Our Contingency Plan is an on-going, funded business activity budgeted to provide 
resources required to:
· Perform activities required to construct plans

· Train and retrain employees

·  Develop and revise policies and standards as the departments change

· Exercise strategies, procedures, team and resources requirements

· Re-exercise unattained exercise objectives

· Report on-going continuity planning to senior management

· Research processes and technologies to improve resumption and recovery efficiency

· Perform plan maintenance activities
Personnel Roles
	NAME


	ACTIVITY



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Manufacturing Contingency Plan

	Material
	Contingency Supplier
	Contact Details

	
	
	

	
	
	

	
	
	


Appendix 9
DISTRIBUTION LIST
Xxxxxxx
Xxxxxxx

Xxxxxxx
Xxxxxxx

Xxxxxxx

ACKNOWLEDGEMENT OF RECEIPT OF CRISIS MANAGEMENT DOCUMENT

	NAME
	SIGNATURE
	DATE
	RETURNED VERSION
	ISSUED VERSION

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


COMPLAINT RECEIPT





REFERRED TO CMT





CONVENE CMT





Life Threatening





Not Life Threatening


Quality Issue


Minor Infringement








Number of possible complaints


>= 1





Number of Complaints


 (Same code)





Recall


Yes





<X


No





>X


Yes





Level





B





C





A





DEFINE DEFECT CATEGORY





On hearing the alarm find the location from the FIRE ALARM control panel





REAL





FALSE ALARM





Contact Emergency Services





Give the ALL CLEAR to return to the building





If the fire is safe and small tackle it with a Fire Extinguisher





Agree with the Emergency Services if it is safe to re–enter the building





Meet the Emergency Services and lead them to the scene





Sweep the building to check for real emergency or false alarm





EMERGENCY


Fire, Gas, etc





Break Glass to trigger the alarm





Go to the ALARM PANEL to update the Co-ordinator /Fire Warden to the nature of the Emergency Alarm





REAL





FALSE





Contact Emergency Services





Sound


ALL CLEAR





Split the Team





Attempt to fight the fire only if safe to do so.





Check ROLL CALL


Account for EVERYONE





One Person Wait for Emergency Services





Co-ordinator set up Control Centre





BOMB THREAT PHONED IN





YES





NO





IS THREAT AGAINST SITE








TRIGGER EVACUATION PROCEDURE





CONTACT THE FACTORY MANAGER





COLLECT FOLLOWING INFORMATION:


What will/did happen?


If product is involved, what is the code, package location that will be or was affected?


Caller information address, phone. no, location


Who else has been or will be notified?


What other actions have been taken?


Record exact threat, date time received.
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