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There are different types of fundamental principles for the security design that are considered to be in practice as well as ones that make it possible for the systems to be in a position of achieving its intended objectives.. Some of them are; least privilege design, open design as well as complete mediation design among others. Within any type of an institution, the security of information technology is basically a part that is integral of its own operations. There tends to be varying forms of the design principles for security that are intended to offer guidance in designing as well as establishing programs that are of different forms.  For example, with the Principle of complete mediation, it states that each single access of resources is supposed to undergo validation for its authorization. It is a principle that is  known for safeguarding the integrity that is related to different forms of resources that are employed during systems designing. These resources are supposed to be authorized to ensure there are appropriately utilized to meet the institutions objectives (Almousa, et.al, 2020, July).
In addition,  there is the principle of open design which states that the systems of security in addition to their algorithms are not supposed to rely on the secrecy of their design or implementation. The algorithms as well as security is supposed to be adaptable to enhancements in addition to changes. It is very crucial in making sure there is growth in addition to continuity in a firm. Security of any given system is considered of utmost importance in the maintenance of confidentiality, safety, integrity as well as ensuring the security of the functions in the process of system development. Security principles are very essential within any institution more so within the current era that is competitive. There is advanced threats on cyber security and hacking events across the globe (Azkan, et.al, 2021, January).
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