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The structure of advanced encryption standards involves a substitution permutation network that leverages the algorithm in producing a block of cyphertext upon introducing plaintext into the network (Saravanan & Kalpana, 2018). In generating the ciphertext block,  a bock of plain texts is subjected to multiple rounds of permutation boxes and substitution boxes with decryption achieved by reversing the procedure. An S-box replaces a small block of bits (the S-input) boxes with another block of bits. To ensure invertibility, this replacement ought to be one-to-one and both lengths of input and output should be the same.  The substitution box is also capable of modifying the length which ensures that at least half of the output bits are changed when changing one input bit. All the bits in the P- box undergo permutation by taking all the outputs of the substitution box which prepares them for the next round. The output bits of any S-box are redistributed to as many S-box inputs as possible with a decent P-box. 
The round key obtained is usually combined using grouped operation, usually XOR, at the end of each round. This makes the AES stronger as the round keys undergo modification in multiple rounds hence making it harder to break the encryption. According to (Yuan et al., 2018) the advanced encryption standard is strong because of its algorithms that make use of 128-bit block lengths and three different key variation lengths. Wen data is sent to be encrypted the data is fused with the encryption key. Substitution follows whereby every byte in the cipher block text undergoes substitution as per the cipher schedule. Row shifting follows with different rows of bytes shifted into different positions. Finally, column mixing follows where the different columns of bytes also undergo shifting using applicable mathematical equations. Each round with regard to this process is made more complex hence making it impossible for an attacker to identify any structures and patterns that they can use in breaking the cipher.
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